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Management-Workshop: Protection of Know-how

and Trade Secrets

The Protection of Know-how is
Becoming More Urgent

International competition is increasingly tak-

ing place at the intangible level. In B2B, this
involves product and process knowledge,
technical know-how,

R&D data or customer and supplier con-
tacts as well as personnel information.
Know-how and trade secrets are therefore
increasingly under threat. As a result of the
technologization of the work environment,
sensitive data is becoming more mobile
and is frequently received, processed and
communicated outside the company.

The protection of know-how continues to
gain in importance. In addition to eco-
nomic competition, the regulatory risk is
also increasing: China is strengthening the
protection of trade secrets through stricter
laws, including new regulations on protect-
ing secrets and prosecuting industrial espi-
onage. At the same time, foreign compa-
nies remain exposed to a high risk of know-
how leakage and cyber attacks. Companies
must therefore increasingly rely on com-
bined legal, organizational and technical
protective measures. This increases the risk
for German technology leaders. Trade se-
crets can be protected preventively as part
of IP risk management through a combina-
tion of legal,

organizational and technical measures.

OUR SERVICES

Goals of the Workshop

= |dentification and evaluation of sensi-
tive knowledge assets in the
company

= Recognition of weaknesses in the
international protection of know-how
and trade secrets in the individual
areas of the company

= Determination of improvement
potentials in the protection of know-
how and trade secrets

= Creation of greater risk awareness
with regard to know-how and trade
secrets across the boundaries of
individual divisions and departments

=  Development of a strategy for the
international protection of know-how
and trade secrets

= Design of the implementation of
concrete protection measures in the
individual divisions and departments

Realization

= One-day or multi-day consultant-sup-
ported workshop with eight to ten
executives from the relevant areas of
the company

=  Moderated self-analysis by
Management

= Provision of checklists to
safeguarding of know-how and
trade secrets
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Anonymous assessment of weak
points by employees using the META-
PLAN technique

Determination of the status quo for
acute loss risks

Derivation of requirements for the
management of know-how and trade
secrets

Establishment of an action plan

FAST FACTS

New Amendmentin 2024

China has further tightened the protec-
tion of trade secrets in recent years. The
government introduced new measures in
2024 to regulate the sharing of sensitive
data. These include stricter requirements
for data processing and security, as well
as harsher penalties for unauthorized
use or theft of trade secrets.
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