Combating Cybercrime in China

Cyberattacks at a Daily Basis

Cyber attacks do not only take place in the
virtual world. They are always carried out by
specific individuals or groups in physical
buildings with specific expertise and IT tools.
As a result, they can basically be completely
or at least partially identified through on-site

investigations. Via undercover investigations,

many Chinese hackers, local hotspots, hack-
ing tools or methods can be researched,
which serves as starting points for deeper in-
vestigations. The results are the basis for le-
gal prosecution by Chinese lawyers or au-
thorities.

CHINABRAND CONSULTING has been sup-
porting German companies and their exter-
nal patent attorneys and lawyers with
great success in the investigation and pros-
ecution of white-collar crime in China and
Asia for 17 years. We cooperate with relia-
ble and specialised Chinese and Asian in-
vestigators who have extensive experience.

OUR SERVICES

Investigation:

= Clarification of concrete cyber-attacks
in selected local spots

= Analysis of attackers, methods and
tools

= Risk Analysis for prevention

= Development and implementation of
defence measures

Digital Investigation:

= Use of Chinese databases and IT tools
in Chinese language

= |nterviewing experts on specific
incidents in China

= Cooperation with the Chinese
authorities

Implementation of Protective
Measures:

= Cyber Security Checks in companies
through screening, workshops and in-
terviews

= Development of a sustainable protec-
tion strategy

= Evaluation and selection of suitable
protective measures

= |Implementation of acceptable protec-
tion technology

= Realisation of trainings
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FAST FACTS

Increasing Harmfulness

The modus operandi of hackers in China
has changed radically in recent years:
while they used to target only small local
networks and mainly Chinese compa-
nies, they are now active in organised
gangs targeting international organisa-
tions and companies. According to sta-
tistics, Chinese cybercrime is growing up
to 30% per year and is currently worth
15 trillion dollars.
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